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EXECUTIVE SUMMARY

The State of Tennessee, Treasury Department, Division of Risk Management and Claims
Administration, has purchased Cyber Liability Insurance Coverage to protect State Agencies and
Departments including the Universities, Community Colleges and Colleges of Applied Technology
under the umbrella of the Tennessee Board of Regents. This Cyber Incident Response Plan (CIRP)
supports this protection with a plan for discovery, investigation, response and remediation. It
includes procedures for technical staff and users for detailing, communicating, responding to, and
reporting security incidents. This plan is an extension of information security practices, where
potential incidents are identified and passed to this plan for further review and processing.

A security incident refers to an adverse event in an information system, and/or network, or the
threat of the occurrence of such an event. Incidents can include but are not limited to unauthorized
access, malicious code, network probes and denial of service attacks. (See Appendix C for a
glossary of terms.)

The CIRP will assist with decision-making, internal and external coordination, unity of effort, and
minimization of reputational and financial losses. The CIRP provides operational instructions for the
discovery of a cyber-breach, the investigation and remediation process, the assembly of the internal
response team, determining the escalation level, contacting law enforcement, the utilization of
vendors, the notification process, establishing a call center and post incident lessons learned.

Cyber incidents can be accidental or malicious actions or events that have the potential of causing
unwanted effects on the confidentiality, integrity and availability of State information and IT assets.
Cyber incidents include, but not limited to, theft or loss of physical equipment, illegal access to
systems or information, and failing to protect and secure electronic Personal Identifiable
Information (P} and/or Personal Health Information (PHI). These situations cause institutions to
face unnecessary expense in productivity, significant damage to systems and damage to reputation.

The goal of this CIRP is to assist TBR institutions with managing a cyber-security event or incident for
the purpose of mitigating damages, increasing the confidence and trust of all stakeholders and to
reduce the recovery time and costs of a cyber-security breach. The CIRP will assist with decision
making, internal and external coordination, unity of effort, and minimization of reputational and
financial losses for an organization achieved through the implementation of procedures outlined in
this plan. The CIRP provides operational instructions for the discovery of a cyber-breach, the
investigation and remediation process, the assembly of the internal response team, determining the
escalation level, contacting law enforcement, the utilization of vendors, the notification process to
TBR, establishing a call center and post incident lessons learned.

Effective planning must incorporate coordination across all business functions, for example,
organizational communications among leadership, regulatory affairs, legal, compliance and audit
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and operational functions. Internal coordination, combined with easily accessible documentation of
CIRP, ensures that all levels of an organization can react with greater alertness during an incident.

Document Control

Document Version
Version No. | Version Date Author Summary of Changes
1.0 04/1/2019 Initial Document
1.1 05/05/2020 Dana Nails |Update Response Team information, credit bureau
information and IFAP information.
1.2 04/01/2021 Dana Nails |Update Response Team information, checked links and
phone numbers
13 04/29/2022 Dana Nails |Update Response Team information, checked links and
phone numbers.
14 05/16/2023 Dana Nails |Update Response Team information, checked links and
phone numbers
Document Approval

This plan and all updates have been reviewed and approved on the dates listed below:

Name Title Date of Approval | Version No.

Dr. Allana Hamilton President 04/2019 1.0

. . Vice President, Finance &
Tim Dellinger . . . 04/2019 1.0
Administrative Affairs

Dr. Jeff Sisk Interim President 05/2020 1.1

Vice President, Finance &

05/2020 1.1
Administrative Affairs /

Tim Dellinger

Dr. George Pimentel President 05/2021 1.2

. . Vice President, Finance &
Tim Dellinger . . . 05/2021 1.2
Administrative Affairs

Dr. George Pimentel President 05/2022 1.3

Vice President, Finance &

Tim Dellinger . . .
Administrative Affairs

05/2022 13

Dr. Kimberly McCormick Interim President 05/2023 14
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Vice President, Finance &

.. . ] 05/2023 1.4
Administrative Affairs

Tim Dellinger

Record of Distribution

A hard copy of the plan is kept in JSCC Information Technology department and the vault in Business
Services. Electronic copies of this plan are kept on the Information Technology shares and jWEb. A
copy is also place in the cloud in Microsoft Azure. The plan and all updates are distributed each fall
to all staff for review:

Office Date of Distribution
Sent out via email to review all policies and plans 11/02/2020
Sent out via email to review all policies and plans 10/27/2021
Part of Know Be 4 Security Training 09/28/2022
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Acronyms Used in this Document

Below are commonly used acronyms found in this document. Appendices B and C provide further
definitions and explanations for some of these terms.

ClO - Chief Information Officer

CIRP — Cyber Incident Response Plan

EMT — Executive Management Team

FERPA - Family Educational Rights and Privacy Act
IDPS - Intrusion Detection/Prevention Systems

IL —Incident Lead

IRS - Incident Response Support-Treasury

IRT — Incident Response Team

IRT PC — Incident Response Team Primary Contact
NTS — Networking & Technical Services

PCI - Payment Card Industry

PCI DSS — Payment Card Industry Data Security Standard
PHI = Personal Health Information

PII — Personally ldentifiable information

PIO — Public Information Officer

PR — Public Relations

SSN - Social Security Number

STS - Strategic Technology Solutions

TBR —Tennessee Board of Regents
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Overview

Purpose of the Cyber Incident Response Plan (CIRP)

The CIRP is required in order to bring needed resources together in an organized manner to deal
with an adverse event related to the safety and security of Jackson State Community College (JSCC)
and their computer resources and the securing of Personal Identifiable Information (PIl) and
Personal Health Information (PHI). This adverse event may be malicious code attack, unauthorized
access to systems, unauthorized access to services, general misuse of systems and failure to secure
PIl and PHI information and other information classified as sensitive under the institution’s data
classification policy and procedures.

Goals

The goals of this CIRP are to assist Jackson State Community College (JSCC) with managing a cyber-
security event or incident including:

= mitigating damages,

= minimizing disruption to academic, business, network operations and other college
processes

®  increasing the confidence and trust of all stakeholders

* reducing the recovery time and costs of a cyber-security breach

= allowing for legal (to include criminal and/or civil) actions against perpetrators

= providing accurate reports and useful recommendations

Scope

This process applies to all users (including but not limited to staff, faculty, students, contractors,
consultants, and visitors) while using information systems resources throughout the TBR system. All
users will be advised of this plan and are required to comply with this process.

Document Review and Revision Schedule

This document will be reviewed annually for informational updates for names, titles, and contact
information and for procedural, policy and other updates.
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Incident Response Team

The Office of Information Technology and its staff are responsible for maintaining and overseeing
the incident response process and assuring that members at each campus are part of their
respective IRT. The IRT, at each campus, has the authority to monitor suspicious activity and to
disconnect any equipment that is in violation of university, campus, state or federal regulations.

The IRT at each site is accountable to the CIO for the investigation, declaration, analysis, and
disposition of an incident. The membership of the IRT is dependent on the type of incident and the
means necessary to mitigate its effect on the confidentiality, integrity or availability of information
resources.

To adequately respond to an intrusion or incident, predetermined teams will participate depending
on the incident characteristics. As the situation develops and the impact becomes more significant,
the various teams will be called to contribute.

Purpose of the Incident Response Team (IRT)

The purpose of the TBR and its associated member institutions’ Incident Response Team is to:

® Protect information assets of Jackson State Community College.

Provide subject matter expertise with managing and handling incidents.

e Determine the extent to which the incident poses problems related to identity theft, loss of
individuals' privacy or confidentiality or the security of Jackson State Community College
information and systems.

® Manage activities to recover from the breach and mitigate the resulting damage, including
decisions relating to external breach notification.

* Implement the response plan, engage the proper resources and track the efforts and the
progress of containing the breach.

® Prevent the use of Jackson State Community College systems in attacks against other
systems (which could incur legal liability).

¢ Minimize the potential for negative exposure with Jackson State Community College
reputation and regaining and building public trust.

Objectives of the Incident Response Team (IRT)

e Contain and minimize threat.

Determine the source of the incident. Identify key tasks, manage timelines and document all
response efforts from beginning to end.

Assign and establish team roles and responsibilities, along with specifying access credentials.
Determine how the incident occurred.

Avoid escalation and further incidents from specific breach.

Limit immediate incident impact to customers and partners.

Summarize the steps needed to assess the scope of a breach.

Assess the impact and damage in terms of financial harm, reputational harm or other harm.
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Recover from the incident.

Outline the budget and resources needed to handle a breach.

Find out how to avoid further exploitation of the same vulnerability.

Recommend updates to policies and procedures as needed.

Ensure contact lists remain updated and team members remain ready to respond.
Analyze response efforts post-breach to better prepare TNR and its affiliated institutions’
Incident Response Team for the next incident.

Incident Response Team Structure

See Appendix A for list of names and contact numbers for team members.
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See Appendix B for more detail covering the responsibilities of specific personnel.
Incident Response Team Responsibilities

To adequately respond to an intrusion or incident, predetermined teams will participate depending
on the incident characteristics. As the situation develops and the impact becomes more significant
the various teams will be called to contribute.

IRT Members should be responsible for the following areas:

* Determining the tools and technology utilized in intrusion detection,

* Performing appropriate pre-incident activities (e.g. monitoring network activity,
vulnerabilities, logs, etc.)

= Defining and classifying incidents,

* Determining if an incident should be investigated and the scope of such an investigation (i.e.
law enforcement agencies, forensic work)

= Securing the network

= Conducting follow-up reviews.
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Incidents

Common Attack Methods

Events can be detected through automated or manual means. Automated detection capabilities
include network-based and host-based Intrusion Detection/Prevention Systems (IDPSs) and
antivirus/antimalware software. Incidents may also be detected through manual means, such as
problems reported by users or observations of abnormal resource utilization, suspicious account
activity and log analysis. Additionally, TBR and its affiliated institutions may receive reports from
sources external to the institutions that have detected issues and reported the activity. Although
incidents occur in many ways, this plan focuses on the procedures to handle incidents that use the
following common attack vectors:

Incidents can occur in a variety of ways, but the four fundamental ways data breaches can occur are:

Theft or Loss of Physical Equipment - A data breach can occur with the theft or loss of
physical equipment which stores data, such as laptop computers or memory storage
devices.

lllegal Access to the Systems or Information - A data breach can occur through malicious
code delivered via external/removable media or email, denial of service attacks,
unauthorized access, and unlawful access to personally-identifiable information by
technological means such as hacking into existing computer systems or hijacking computers
with viruses, worms or Trojans. Once inside a system, a cyber-criminal can steal data, infect
it or overload computer systems.

Insiders - A data breach can be committed by current employees, ex-employees or even
through social engineering where an employee is tricked into providing access or
unauthorized release of sensitive information either within or outside of the State such as,
but not limited to, phishing, spear phishing, hacking into social networks, and other socially-
engineered activities.

Oversight - A data breach can occur when no one thought the information needed to be
protected and no precautions were taken to safeguard the data in the first place.

Response Stages

The defined stages of response include:

U e LR

Preparation

incident Discovery/Detection
Triage and Analysis
Eradication and Recovery
Initial Notification

Follow-Up
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Preparation

Knowing how to respond to an incident BEFORE it occurs can save valuable time and effort in the
long run through the practice of table top exercises and annual training. A review of existing
information system(s) and data identifies where personally-identifiable information (Pll), protected
health information (PHI) and other information classified as sensitive under the institution’s data
classification policy and procedures resides. This can be done by the following:

= Documenting what PIl, PHI and other information classified as sensitive under the
institution’s data classification policy and procedures is maintained by the organization,
where it is stored (including backup storage and archived data), and how it is kept secure;

® Conducting regular risk assessments and evaluating privacy threats for the organization, as
well as any contractors, vendors, and other business partners;

" Reviewing who is approved for access to PIl, PHI and other information classified as sensitive
under the institution’s data classification policy and procedures and checking user activity
status to determine which accounts should be deactivated after a pre-determined period of
inactivity

®* Reviewing separation of duties to help ensure integrity of security checks and balances as
employees should only have access to information related to their job function;

* Implementing mitigation controls designed to prevent and detect unauthorized access, theft
or misuse of Pll, PHI and other information classified as sensitive under the institution’s data
classification policy and procedures, which includes hard copy files;

* Implementing security controls, such as encryption of sensitive data in motion and at rest
(where feasible);

* Regularly reviewing and keeping up-to-date data destruction policies, to minimize the risk of
data breaches through unauthorized access to archived media or computers that are no
longer in use; and

®* Annually reviewing and updating this response plan and conducting annual table top
exercises that include the Executive Management Team (EMT).

Incident Discovery/Detection

It is important that anyone who reports a security incident provides as much relevant information as
possible. This information is to be reported on an Incident Reporting Form as shown in Appendix G
completing the fields for information known at the time of completion. Based upon the type of the
incident, notifications need to go to the appropriate people in the Incident Classification Chart.
Additionally, the IRT will identify the appropriate technical team members that are needed to assist
with the analysis phase of the incident.

Events are any observable occurrence in a system or network. This event could be a precursor or
indicator of a security event (also known as a security incident). For example, observing one of the
following events is generally inconclusive. However, a combination of any of the following activities
can represent a security event and should be investigated:
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= Unsuccessful logon attempts;

*  Unexplained system crashes;

= Unexplained poor system performance;

= Port scanning (use of exploit and vulnerability scanners, remote requests for information
about systems and/or users, or social engineering attempts);

* Unusual usage times (statistically, more security incidents occur during non-working hours
than any other time);

* Requests for information about systems and/or users or other social engineering attempts;

* Anindicated last time of usage of an account that does not correspond to the actual last
time of usage for that account.

Any event which involves suspected or known incidents involving personally identifiable
information should be reported to appropriate information technology personnel immediately.
As much as possible of the following information should be obtained from the person reporting
a known or suspected breach of PIl and other information classified as sensitive under the
institution’s data classification policy and procedures:

= Person reporting the incident

= Person who discovered the incident

= Date and time the incident was discovered

= Nature of the incident

* Name of system and possible interconnectivity with other systems

* Description of the information lost or compromised

= Storage medium from which the information was lost or compromised

® Controls in place to prevent unauthorized use of the lost or compromised information
®= Number of individuals potentially affected

*  Whether law enforcement was contacted

Triage and Analysis

This involves limiting the scope and magnitude of an incident because some incidents may involve
malicious code and these types of incidents can spread rapidly. This can cause massive destruction
and loss of information. As soon as an incident is recognized, containment should begin
immediately. This work involves the containment of stolen or unauthorized access to electronic
stored data or dissemination of information to an external database. During this phase of the
incident handling, it is important to initially identify the criticality of the incident (this may be
changed during the analysis phase). This will be done by the Incident Lead (IL) and the Incident
Response Team (IRT).

The IL and IRT should consider and determine that an incident may have a system-wide impact. The
IL and IRT will undertake appropriate root cause analysis and actions to minimize the risk to the
institution’s core business operations. The IRT will utilize the evidence handling and forensics
techniques identified in Appendix H when working the incident.

The institution may need to hire a certified Forensics investigator or turn the incident over to law
enforcement depending on the magnitude of the incident.
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Eradication and Recovery

Restoring a system to its normal business status is essential. Once a restore or recovery has been
performed, it is important to verify that the restore operation was successful and that the system is
back to its normal condition or the breached data has been contained.

= A computer forensic examination of all loss of data shall be conducted to determine all
possible external electronic storage locations.

= The computer forensic examination shall also verify if the breached data has or has not been
disseminated to any other known or unknown external electronic location.

= The IL shall document all ongoing events, all people involved and all discoveries into a
timeline for evidentiary use.

= The EMT will determine if an external notification process shall be activated (affected
individuals, affected businesses, local law enforcement, FBI and/or contracted cyber
response vendors).

®= To determine whether notification of a breach is required, the likely risk of harm caused by
the breach and then the level of risk must be assessed. It will be important to determine
whether Pll was accessed and how many records or individuals were affected.

= A wide range of harm should be considered, such as harm to reputation and the potential
for harassment or prejudice, particularly when health or financial benefits information is
involved in the breach. Removing the cause of the incident can be a difficult process. It can
involve virus removal, conviction of perpetrators or dismissing employees.

Initial Notification

Identify whether or not an incident has occurred. If one has occurred, the incident response team
(IRT) can take the appropriate actions.

e If the initial cyber incident is determined to be moderate or high, the EMT shall notify and
activate appropriate segments of the IRT and determine if the Tennessee Bureau of
Investigation involvement is warranted.

o Agencies shall report actual or suspected data breaches and significant cyber security
incidents within 24 hours of discovery to the Tennessee Board of Regents. The Tennessee
Board of Regents will then contact the State Comptroller, the State Treasurer, and the
Treasury Department, Division of Risk Management Claims Administration.

Depending on the totality of the circumstances, notification to the State Attorney General, the
Executive Branch, and the Chancellor of Tennessee Board of Regents (TBR), other agencies as
applicable, and, if determined, members of the General Assembly. All Departments are still
subject to audit by the Comptroller of the Treasury authorized by Tennessee Code Annotated,
Section 8-4-109(a)(2).

e The highest appointed/elected official in the EMT of the institution shall notify the State of
Tennessee Board of Regents Chancellor.

e The internal notification process shall include details of the incident, initial risk rating (Low,
Moderate, High or Very High), as well as the actions that have been taken to respond to the
incident thus far.
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e Upon discovery, the incident Lead of the Incident Response Team shall report actual or
suspected breaches, significant breaches of departmental data or significant cyber security
incidents to the EMT and as soon as possible to the Tennessee Board of Regents who will
inform the Department of Treasury, Division of Risk Management Claims Administration,
with a brief status report of what has occurred as determined by the IRT. The IRT will work
with the EMT to record the incident information and the details of the breach in the Cyber
Incident Investigation Report Form.

Note: For individual instances of malware, the IRT should not be activated.

In preparing for initial notification, the following should be considered:

e How difficult is it to contain the incident?
¢ How fast is the incident spreading?

Follow-Up

Performing follow-up activity is an important activity in the response procedure. The IRT and the
EMT should hold a “lessons learned” meeting with all involved parties after a major incident and,
optionally, after lesser incidents as resources permit. This meeting provides a chance to review what
occurred, what was done to intervene, and how well intervention worked. This follow-up can also
support any efforts to prosecute those who have broken the law.

e This includes, but not limited to, changing Jackson State’s policies as appropriate. After an
incident is resolved, all incidents that have reached a severity of Level 4 or higher (see next
section for incident classification scheme) will be reviewed and a final incident report will be
compiled to ensure that all existing processes were followed and were adequate.

® Schedule a lessons-learned meeting with IRT and EMT to discuss any identified
improvements to the response plan and the processes to the response that worked well
during the incident.

e Determine if other external services, such as law enforcement, insurance company, or cyber

vendors, should be considered to assist with future cyber breaches and incidents.

Determine the estimated financial impact to JSCC?

Determine the affect the incident will have on Jackson State’s image or public trust

Maintain a logbook of the events that occurred and develop an investigation report.

The investigation report will include, describe and answer the following:

o The description of the data lost, including the amount and its sensitivity or
classification level and description of any hardware damaged or lost.

o For cyber security incidents, the nature of the cyber threat (e.g., Advanced
Persistent Threat, Zero Day Threat and data exfiltration).

o Nature and number of persons affected (e.g., employees, external customers,
students, citizens, vendors) and if the incident disrupted ongoing operations.

o Likelihood data is accessible and usable from unauthorized personnel or cyber
criminals.
o Likelihood the data was intentionally targeted.
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Evidence that the compromised data is actually being used to commit identity theft.
Strength and effectiveness of security technologies protecting data.

Likelihood the breach may lead to harm and the type of harm. Such harm may
include confidentiality or fiduciary responsibility, blackmail, disclosure of private
facts, mental pain and emotional distress, the disclosure of address information for
victims of abuse, the potential for secondary uses of the information which could
result in fear or uncertainty.

Ability to mitigate the risk of harm.



Incident Classification

Classifying an incident is perhaps the most critical decision point in the incident handling process. An
incident will be classified as one of six (6) severity levels. These severity levels are based on the
impact to JSCC and can be expressed in terms of financial impact, impact to services and/or
performance of Jackson State’s mission functions, impact to image or impact to public trust. All
security incidents are classified by the actual and potential impacts on day-to-day activities of the
institution. This criticality review must occur within all phases and, as the criticality changes,
appropriate notifications need to be made.

Severity Description Sensitive Data  Image  Services Multiple
involved and/or  Impacted Systems
FERPA Trust Impacted

HIPPA
Pl
PCl

Multiple systems inoperable or taken
offline preventing the performance of daily

duties impacting the servicing of customers,

or confirmed data breach or system x | x x x
compromise of more than one application, l

system or area, or involving sensitive }

application or system data.

Single system inoperable or taken offline,

preventing the performance of daily duties

impacting the servicing of customers, or

confirmed data breach or system x x
compromise of a single application, system

or area involving non-sensitive application

or system data.

Server(s) is operable with minor damage.

4- Minor damage to facility or business areas

Moderate which prevents the performance of daily

duties which impact the servicing of x x
customers, or unconfirmed suspected data ‘

or system compromise.

Server operable with no significant [
degradation of performance or more than

five end user sites affected by the same x
MINOR severity event.

More than five workstations blocked for
reimaging. x

Single workstation blocked for reimage.
No data compromise.
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Incident Notification

The criticality review must occur within all phases and, as the criticality changes, appropriate
notifications need to be made. This criticality review must occur within all phases and, as the
criticality changes, appropriate notifications need to be made.

" Incidents suspected or confirmed incidents determined to be MINOR and above: The IRT-PC
will be notified.

® Incidents classified LOW and above will be escalated by the IRT-PC to the IL.

* Incidents determined to be MODERATE and above will be escalated by the IL to the EMT. At
the EMT's discretion, notification will be given to the State of Tennessee Board of Regents
Chancellor and CIO who will then bring that information where appropriate to the attention
of other agencies such as the Legislative Branch, the Treasurer, the Comptroller, the
Secretary of State, the Attorney General, and the Executive Branch.

Severity Minimum Notifications

EMT IL PIO | Legal/HR/ IRT IRS

X X X X X

IRT
X Primary
Contact

IRT
Primary

=— | | _ l_QQn_ta_GE.
- >
| VeryMinor,

v
%5

e
v

There may be times when other notifications need to take place, and the Notification Target is only
the minimum notification requirement. The TBR and JSCC Command Centers are responsible for
maintaining up-to-date contact lists. The JSCC CIO or designee will contact them to initiate any
required contacts that are not already available.
® TBR Chief Information Officer (615) 268-0782 (cell)
(615) 366-4456 (office)
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Incident Response Team

The IRT shall assess data breaches and incidents involving PIl, PCl, PHI, FERPA, federal tax
information, business intelligence information and other information classified as sensitive under
the institution’s data classification policy and procedures or all other data breaches and incidents
with support from Treasury Department, Division of Risk Management Claims Administration. The
assessment will be based on the details included in the incident report and will assign an initial
potential impact level of Low, Moderate or High. The potential impact levels describe the worst-case
potential impact on the organization, individual person, employee, or vendor of the breach/cyber
incident.

The Student Aid Internet Gateway (SAIG) Agreement requires that as a condition of continued
participation in federal student aid programs, the college must report actual data breaches, as well
as suspected data breaches. Title IV postsecondary institutions must report on the day that a data
breach is detected or even suspected. To report a breach, fill out the form at Cybersecurity Breach
Intake | Cybersecurity (ed.gov) or send email to cpssaig@ed.gov including the information below.

e Date of the breach (known or suspected)
e Impact of the breach (number of records, number of students, etc)
e Method of the breach (hack, accidental disclosure, etc.)

* Information security program point of contact (email address and phone number are
required)

Additional information can be found in the SAIG Participation Agreement form as well as at

https://fsawebenroll.ed.gov/PMEnroll/index.jsp

The EMT shall determine, as the incident has more impact (severity level increases), the escalation
process that will be invoked to involve appropriate resources.

Incidents should be handled at the lowest escalation level that is capable
of responding to the incident, with as few resources as possible, to reduce
the total impact, and to keep tight control.

Escalation Considerations

The Executive Management Team (EMT) will consider several characteristics of the incident before
escalating the response to a higher level and prior to the EMT determining the severity of the data
breach.

The following considerations should be answered:

® How widespread is the incident?
* What is the impact to operations?
* How difficult is it to contain the incident?
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®  How fast is the incident spreading?

»  What is the estimated financial impact?

= Should law enforcement be notified?

= Will this affect TBR and its affiliated institutions’ public image negatively?

This table defines the escalation levels with the associated team involvement.

Severity  Minimum Notifications

IRS (Incident Response Support-Treasury)
PI0/Media Communications (PR)
Legal/HR/Audit/Compliance

EMT

IL

IRT

[RS {Incident Response Support-Treasury)
P10/Media Communications (PR}
Legal/HR/Audit/Compliance

EMT
4- IL
t
Moderate IRT

IRS {Incident Response Support-Treasury)
P10/Media Communications (PR)

iL
IRT PC

IRT PC

No Notification

Team Responsibilities at each Escalation Level

The Jackson State’s EMT and IRT will determine the appropriate course of action, including
notification to affected individuals, the resources needed, and any appropriate remedy options. The
EMT and IRT shall notify the State of Tennessee Division of Risk Management Claims Administration
(DRMCA) for insurance purposes. The EMT and/or IRT may request additional support from DRMCA
upon request.
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Escalation Level 1 - Very Minor

Normal Operations Monitor all known sources for alerts or notification of a threat.
Single workstation blocked for reimage. No data compromised.
NO NOTIFICATION REQUIRED.

Escalation Level 2 - Minor

= Verify that an incident has actually occurred. This activity
typically involves the unit systems administrator and end
user, but may also result from proactive incident

Primary Contact detection work of the Security Office or central IT

operations. If it is determined that an incident has

occurred, inform appropriate authorities.

Incident Response Team —

= Monitor all known sources for alerts or notification of a
threat. More than five workstations blocked for reimage.
No data compromised.

=  Determine if the Incident Lead needs to be contacted to
escalate to Levels 3, 4, 5, or 6.
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Escalation Level 3 - Low

Incident Response Team -
Primary Contact

Incident Lead

Conduct a thorough assessment of the type and scope of data
exposed following applicable laws, regulation, and policy.

Determine initial defensive action required.
Prepares the Incident Reporting Form if not already completed.
Notify the Incident Lead.

Server operable with no significant degradation of performance,
or more than five end user sites affected by the same minor
severity event.

Take steps to remove the cause of the exposure, reduce the
impact of the exposure of the sensitive data, and restore
operations if the incident compromised or otherwise put out of
service a system or network, and ensure that future risk of
exposure is mitigated.

Based upon the incident classification, determine if an "Executive
Communications Team" needs to be formed.

Receive and track all reported potential threats.

Escalate Incident Response to appropriate Escalation Level if a
report is received indicating that the threat has manifested itself.

Determine relevant assignment of tasks for personnel to conduct
the assessment the data breach has been confirmed.

Alert IT organizations and applicable support organizations of the
potential threat and any defensive action required.

Alert the Executive Management Team and the Communication
Team of the potential threat if determined the incident needs to
escalate to Levels 4, 5, or 6.

Alert Legal, Audit and Compliance of the potential threat if
determined the incident needs to escalate to Levels 5 and 6.

Notify the Incident Response Support Team {DRMCA) of the
potential threat if determined the incident needs to escalate to
Levels 4, 5, or 6.
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Escalation Level 4 - Moderate

Escalation Level 4 — Moderate

Executive Management Team =
(EMT)

Assume responsibility for directing activities in regard to the
incident.

Determine whether Escalation Level 4 is appropriate or escalate
to Level 5, or possibly Level 6.

Determine when the risk has been mitigated to an acceptable
level.

President determines when internal notification process should
be activated.

President determines if Tennessee Bureau of Investigation
notification process should be activated.

Determine when the breach of data has been either contained or
mitigated to an acceptable level through the activation of the
computer forensic examination.

Determine if external notification process shall be activated
(affected individuals, affected businesses, local law enforcement,
FBI and/or contracted cyber response vendors).

Ensure a computer forensic examination of all loss of data will be
conducted to determine all possible external electronic storage
locations.

Determine risk of harm caused by the breach and then the level
of risk must be assessed to escalate to Levels 5 or 6.

Determine if notice to individuals whose data may have been
exposed by the incident is addressed. Swiftness in notifying
those affected by a breach of personally identifiable
information (Pll), as well as informing certain government
entities, is legally mandated in many states and, depending on
the nature of the data, also federal law. Speed is also important
from a public relations standpoint. To this end, many of the
sub-steps can and should be undertaken in parallel to
accommodate these needs.
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Escalation Level 4 — Moderate (Cont.)

Incident Lead

Note:

The chronological log will be used
to support possible follow up on
legal action as determined by
Institution State General Counsel,
and President.

Notify the EMT of the manifestation of the threat.
Notify the IRT of the incident.

Receive status from the Technical Assessment Team and report to
the Executive Management Team.

Start a chronological log of events.

Incident Response
Team -Technical Assessment and
Support

Prepares the Incident Reporting Form if not already completed.

Determine and take best course of action for containment of the
incident.

Report actions taken and status to the Incident Lead.

Report actions taken and status to the Incident Response
Coordinator.

Report actions taken, number of personnel involved etc. to Incident
Coordinator for the chronological log.

Communication Team/PIO

Note:

The Communication and Executive
Management Teams should
consider notifying the public media
as soon as possible after the
discovery of a breach. However, if
possible, the incident response
plan and notification content
should be developed prior to
notifying the media.

Message the employee population informing them of the incident if
deemed appropriate by the Executive Management Team.

Message the employee population of any action they need to take
as determined by the Technical Assessment and Support Team and
directed by the Executive Management Team.

Determine, with Legal, Audit and Compliance, the specific legal
obligations and timeline for notification.

Assist the Executive Management Team with determining if or when
the data breach should be released to affected individuals and/or
the media.

Notification content should focus on providing information,
including links to resources, to aid the public in its response to the
breach.
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Escalation Level 4 — Moderate {Continued)

Communication Team/PIO *  Notification may be delayed upon the request of law
(continued) enforcement.
= To the extent possible, prompt public media disclosure is

generally preferable because delayed notification may erode
public trust.

Incident Response Support =  Obtain copy of initial investigation report from the Incident Lead

(IRS) — Risk Management or the Executive Management Team.

Claims Administration - = Notify State of Tennessee's insurance broker and insurance

carrier.
Treasury

= Submit the initial investigation report to insurance carrier and
broker.

= Determine if a recommendation to activate cyber response
vendors is needed to the incident Lead or the Executive
Management Team.

= Respond to any request for assistance from the Incident Lead or
the Executive Management Team.
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Escalation Level 5 - High

Escalation Level 5 — High

Executive Management Team = Direct the Incident Response Support Team to:

o Set up communications between all Executive Team
Managers and the Technical Support Team.

o Establish and assume occupancy of the command center.

o Initialize an incident voice mail box where status messages
can be placed to keep institution personnel updated.

=  President determines if Tennessee Bureau of Investigation (TBI)
notification process should be activated. In some circumstances,
the President, Executive Team Managers, and TBI may consider
delaying external notification to affected individuals and media if
a notification would seriously impede the investigation of the
breach or the affected parties. However, any delay should not
worsen risk or harm to any affected individual.

= Alert the Extended Team of the incident notifying them of the
Severity Level.

= Determine when external notification process shall be activated
(affected individuals, affected businesses, local law enforcement,
FBI, and/or contracted cyber response vendors).

= Determine when a computer forensic examination of all loss of
data will be conducted to determine all possible external
electronic storage locations.

= Determine when the risk has been mitigated to an acceptable
level.

= Provide status updates from the leadership hierarchy within the
institution.

=  Ensure that all needed information is being collected to support
legal action or financial restitution.

= Determine if the information that has been lost or stolen is
properly protected by encryption and has been validated by the
Technical Assessment Team. If it is determined that the data is
encrypted, the risk of compromise may be low to nonexistent.

= Determine if and when the cyber vendor's call center and
monitoring services will be used for the data breach/cyber
incident.
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Escalation Level 5 — High (Cont.)

Executive Management Team =  Determine if notice to individuals whose data may have been
{Continued) exposed by the incident is addressed. Swiftness in notifying
those affected by a breach of personally identifiable information
(Pll), as well as informing certain government entities, is legally
mandated in many states and, depending on the nature of the
data, also federal law. Speed is also important from a public
relations standpoint.

Incident Lead = Continue maintaining the chronological log of event.

= Post numbered status messages in the incident voice mail box
for updating executive management.

=  Continue to have oversight over the tasks and progress of the
Technical Assessment and Support Team.

= Report progress of the Technical Assessment and Support Team
to the Executive Management Team.

Incident Response Team — =  Prepares the Incident Reporting Form if not already completed.

Technical Assessment and

Technical Support

= Continue to monitor all known sources for alerts, looking for
further information or actions needed to eliminate the threat.

= Continue reporting status, actions taken, number of personnel,
etc. to the Incident Lead for the chronological log of events.

®  Monitor effectiveness of actions taken and modify them as
necessary.

*  Provide status updates to the Incident Lead on effectiveness of
actions taken and progress in eliminating the threat.

Legal, Audit and Compliance * Determine, with Communications, the specific legal obligations
and timeline for notification. Consult Tennessee Code
Annotated, Section 47-18-2107 for specific requirements, and
with the Consumer Protection Division of the Attorney General's
Office.

"  Notify the Executive Management Team to determine if or when
the data breach notification letter should be released to affected
individuals and/or the media.

*  |f the breach involves a state contractor or a public-private
vendor operating a system of records on behalf of the
institution, the Legal, Audit, and Compliance Team is responsible
for ensuring or determining if any notification and corrective
actions needs to be taken by the institution.

=  Review contract and outline the roles, responsibilities, and
relationships with contractors or vendors, and prepare a
summary reflecting cyber insurance requirements within
contract.

®  Work directly with the state-contracted Cyber Coach Attorney
and/or obtain an engagement letter with outside counsel or firm
that specializes in cyber breaches/ incidents. Consult with
Attorney General's Office if an engagement letter is required.
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Escalation Level 5 — High (Continued)

Communication Team/PIO = Message the employee population informing them of the
incident if deemed appropriate by the Executive

Note: The Communication and Management Team.

Executive Management Teams

should consider notifying the =  Message the employee population of any action they need

public media as soon as possible to take as determined by the Technical Assessment Team

after the discovery of a breach. and directed by the Executive Management Team.

However, if possible, the incident
response plan and notification
content should be developed
prior to notifying the media. *  Assist the Executive Management Team with determining if
occurrence of the data breach should be released to affected
individuals and/or the media and, if so, when to release
information.

= Determine, with Legal, Audit and Compliance, the specific
legal obligations and timeline for notification.

= Notification content should focus on providing information,
including links to resources, to aid the public in its response to
the breach.

® Notification may be delayed upon the request of law
enforcement.

= To the extent possible, prompt public media disclosure is
generally preferable because delayed notification may erode

public trust.
Incident Response Support =  Obtain a copy of initial investigation report from the Incident
(Risk Management Claims Lead or the Executive Management Team.

Administration — Treasur . . .
V) = Notify State of Tennessee's insurance broker and insurance

carrier.

= Submit the initial investigation report to insurance carrier and
broker.

= Determine if a recommendation to activate cyber response
vendors is needed to the Incident Lead or the Executive
Management Team.

= Respond to any request for assistance from the Incident Lead or
the Executive Management Team.

Human Resources = HR, Legal, Audit and Compliance, and President determine if

disciplinary action or termination is warranted if the breach of

data/cyber incident was from an internal source.
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Escalation Level 6 - Very High

Escalation Level 6 — Very High

Executive Management Team = Direct the Incident Response Support Team to:

o Set up communications between all Executive Team
Managers and the Technical Support Team.

o Establish and assume occupancy of the command center.

o Initialize an incident voice mail box where status messages
can be placed to keep institution personnel updated.

" President determines if Tennessee Bureau of Investigation (TB!)
notification process should be activated. In some circumstances,
the President, Executive Team Managers, and TBI may consider
delaying external notification to affected individuals and media if
a notification would seriously impede the investigation of the
breach or the affected parties. However, any delay should not
worsen risk or harm to any affected individual.

®  Alert the Extended Team of the incident notifying them of the
Severity Level.

®  Determine when external notification process shall be activated
(affected individuals, affected businesses, local law enforcement,
FBI, and/or contracted cyber response vendors).

® Determine when a computer forensic examination of all loss of
data will be conducted to determine all possible external
electronic storage locations.

| = Determine when the risk has been mitigated to an acceptable
level.

*  Provide status updates from the President to the leadership
hierarchy within the institution.

*  Ensure that all needed information is being collected to support
legal action or financial restitution.
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Escalation Level 6 — Very High (Continued)

Executive Management Team =  Determine if the information that has been lost or stolen is
properly protected by encryption and has been validated by
the Technical Assessment Team. If it is determined that the
data is encrypted, the risk of compromise may be low to
nonexistent.

= Determine if and when the cyber vendor's call center and
monitoring services will be used for the data breach/cyber
incident.

= Determine if notice to individuals whose data may have been
exposed by the incident is addressed. Swiftness in notifying
those affected by a breach of personally identifiable
information (Pll), as well as informing certain government
entities, is legally mandated in many states and, depending on
the nature of the data, also federal law. Speed is also
important from a public relations standpoint. To this end,
many of the sub-steps can and should be undertaken in
parallel to accommodate these needs.

Incident Lead =  Continue maintaining the chronological log of events.

= Post numbered status messages in the incident voice mail box
for updating agency executive management.

= Continue to have oversight over the tasks and progress of the
Technical Assessment Team and the Technical Support Team.

= Report progress of both the Technical Assessment Team and the
Technical Support Team to the Executive Management Team.

Incident Response Team — *  Prepares the Incident Reporting Form if not already completed.
Technical Assessment and

*  Continue to monitor all known sources for alerts, looking for
Support

further information or actions needed to eliminate the threat.

= Continue reporting status to the Incident Lead for the
chronological log of events.

* Monitor effectiveness of actions taken and modify them as
necessary.

®  Provide status updates to the Incident Lead on effectiveness of
actions taken and progress in eliminating the threat.

= Continue actions to eradicate the threat as directed by the
Executive Management Team, the Incident Lead, and the
Incident Response Team.

= Continue to report actions taken, number of personnel, etc. to
the Incident Lead for the chronological log.
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Escalation Level 6 — Very High (Cont.)

Legal, Audit and Compliance = Determine, with Communications, the specific legal obligations
and timeline for notification. Consult Tennessee Code Annotated, |
Section 47-18-2107 for specific requirements, and with the

Consumer Protection Division of the Attorney General's Office.

= Notify the Executive Management Team to determine if or when
the data breach notification letter should be released to affected
individuals and/or the media.

= If the breach involves a state contractor or a public-private
vendor operating a system of records on behalf of the institution,
the Legal, Audit, and Compliance Team is responsible for ensuring
or determining if any notification and corrective actions needs to
be taken by the institution.

® Review contract and outline the roles, responsibilities, and
relationships with contractors or vendors, and prepare a
summary reflecting cyber insurance requirements within
contract.

® Work directly with the state-contracted Cyber Coach Attorney
and/or obtain an engagement letter with outside counsel or firm
that specializes in cyber breaches/incidents. Consult with
Attorney General's Office if an engagement letter is required.

Communication Team/PIO = Message the employee population informing them of the
incident if deemed appropriate by the Executive

Note: Management Team.

The Communication and

Executive Management Teams * Message the employee population of any action they need

should consider notifying the to take as determined by the Technical Assessment Team

public media as soon as possible and directed by the Executive Management Team,

after the discovery of a breach.
However, if possible, the incident
response plan and notification

* Determine, with Legal, Audit and Compliance, the specific
legal obligations and timeline for notification.

content should be developed * Assist the Executive Management Team with determining if

prior to notifying the media. occurrence of the data breach should be released to affected
individuals and/or the media and, if so, when to release
information.

* Notification content should focus on providing information,
including links to resources, to aid the public in its response to the
breach.

* Notification may be delayed upon the request of law
enforcement.

* To the extent possible, prompt public media disclosure is
generally preferable because delayed notification may erode
public trust.
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Escalation Level 6 — Very High (Cont.)

Incident Response Support = Submit updated status reports received from the Incident Lead or
(Risk Management Claims the Executive Management Team to insurance carrier.

Administration - Treasury) = Determine if a recommendation to activate cyber response

vendors is needed to the Incident Lead or the Executive
Management Team.

= Respond to any request for assistance from the Incident Lead or
the Executive Management Team.

= Assist the Executive Management Team with setting up cyber
vendors call center and monitoring services.

Human Resources = HR, Legal, Audit and Compliance, and President determine if

disciplinary action or termination is warranted if breach of

data/cyber incident was from an internal source.

Post Incident

Post Incident

Incident Lead ® Prepare a report for institution executive management team to
include:

o Estimate of damage/impact;

o Action taken during the incident {not technical detail);

o Follow-up on efforts needed to eliminate or mitigate the
vulnerability;

o Policies or procedures that require updating;

o Efforts taken to minimize liabilities or negative exposure; and

o Document lessons learned and modify the Incident Response
Plan accordingly.

® Maintain the incident information so it can be easily accessible.
Legal, Audit and Compliance = Confirm transmission of any notifications determined necessary
by law or policy.

= Provide the chronological log and any system audit logs requested
by law enforcement or prosecutors, if applicable.

= Assist with preparing any or all documents, upon request, from
law enforcement or prosecutors, if applicable.

Human Resources = Work with the Director of Information Technology to determine if
any additional training regarding PIi, HIPAA, or FERPA is needed
for all or certain classes of employees.

®  Work with the Director of Information Technology to continue
with scheduling annual training for PH, HIPAA or FERPA for all
employees.
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Notification Contents

Please note that Legal, Compliance, and Audit divisions should consult Tennessee Code
Annotated, Section 47-18-2107 regarding notification requirements.

The notification letter should be provided in writing on Jackson State letterhead and should use

concise a

nd plain language.

The notice should include the following elements:

A brief description of what happened, including the date(s) of the breach and of its
discovery.

A description of the types of personal information involved in the breach (e.g., full name,
Social Security number, date of birth, home address, account number, disability code, etc.).

A statement regarding whether the information was encrypted or protected by other
means when determined such information would be beneficial and would not compromise
the security of the system.

The steps affected parties should take to protect themselves from potential harm, if any.

The steps being taken to investigate the breach, to mitigate losses and to protect against
any further breaches. The inclusion of any details concerning the investigation of the
breach should take into consideration whether or not the inclusion of such details would
jeopardize an ongoing law enforcement investigation.

The contact information for impacted parties including a toll-free call center telephone
number, e-mail address, and postal address.

The information should be layered with the most important information up front and
additional details in a Frequently Asked Questions (FAQ) format, or on the Jackson State
institution website. If the affected parties are not English speaking, notice should also be
provided in the appropriate language(s).

See Appendix D for sample of written notifications provided by the State of Tennessee Treasury
Department, Division of Risk Management Claims Administration. Appendix F contains sample
answers to Frequently Asked Questions, which should be updated to address the specific breach and
then distributed to the Information Center or other call center established after an incident.
Appendix E contains general guidelines to be considered when creating a call center at the college in

response
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Appendix A: Incident Response Teams Contact List

Executive Management Team (EMT)

Name Title o ‘ 7
Dr. Kimberly Interim President .~ -
McCormick

Vice I5resident
“Academlc Affa:rs " ol B M

ce President, Finan © 731-609-7479 7
&Admmlstratlve Af‘fan‘s 2 “ ) A

Interim Vice Presndent “kebenhack@ijscc.edu 541-218-8244
Student Services ' "

Phone Numbers

jlopes@jscc.edu

ellingeri@jscc.edu

Incident Lead (IL)
Name i | Phone Numbers

irector = . 1. - dnails@iscc.edu- 731-225-2509

Incident Response Team (IRT, Assessment and Technical Support)

Name Title Email Phone Numbers

DERERVENS D gﬂo[ o R s f’dnalls@Lscc edu | 1—225 2509"
Linda Shlrley Techno gy Services Man ger Ishlrlev@lscc edu
ystems Admlmstrator

Patti Tanski-
Mego

7312202722
~ 731-607- 7755/ |

\;_brandt@|scc edu 731 225-9046

(EVACIIANN Director Business Serv'é{f_ fi,,k’fé??i@l@ﬁff.?ﬁﬂ;231 676-8987
Dr. Vicki Burton Coordinator, Human " vburton@jscc.edu ~731- 695- 3732

Resources

Incident Response Support (IRS)

Phone Numbers
615 741- 9957

YIS ETAN Director of Risk Rodney Escobar@tn
' Management and Clalms f; -
. Administration .~ . °
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LT ELWIVER Manager 4 - Claims and  Jamie.Fohl@tn.gov  615-741-9972"
Risk Management - * Ve
Treasury Department

Communications

Name Email Phone Numer 3
Henry Kilpatrick Coordinator, Public’” ¥ hkilpatrickl @iscc.edu | 731-513:0464. .. .
sRelations & Marketing - s Uil s

Legal, Audit and Compliance

itle
(L compliance Risk ‘ ~ 731-694:3600-
Officer, Title IX . . TN

Don Ungurait ({8 ' ) urait@tbr.edu * 615-366-3916 -~ - |
Wayne Pugh e : pugh@tbr.edy - ! ‘

Email
urton@iscc.edu -

D

Nashville
Headquarters n

De'Greaun T T T e
Reshun Frazier < & 0T e bCrimelaby % UG

| o . 731-984-6600 -
I S ST AR T O AR .- Investigations
TBI - Memphis AR T T Y 01-37 .
Field Office e GRipre e el
; Local FBI Office " "sebh.‘u'btoﬁ'@'iC?BTEEEV’?}[F'—7§ii213fi—21§475ei|3§:
it B R 5 S e | 731:668.9578 office
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Appendix B: Roles and Responsibilities

The following is the point of contact for information regarding this Incident Response Plan:
Point of contact information

Public Information Officer (PIO) — The Communications/PR Coordinator will coordinate
communication for both internal and external audiences and determine proper delivery
mechanism(s). The content will be created with consultation from the IRT, EMT and other subject
matter experts. The Communications Officer is typically the coordinator of Public
Relations/Marketing.

Executive Management Team (EMT) — The executive management team is comprised of the senior
leadership for TBR and its affiliated institutions.

HelpDesk - JSCC has two helpdesks. Distance Learning helpdesk handles calls concerning D2t and
the Information Technology helpdesk assists with student accounts and Active Directory. Both
helpdesks should report any system anomalies or suspected security incidents to the Director of
Information Technology.

Human Resources (HR) — The Director of Human Resources will work with Legal, Audit and
Compliance if required if incidents at Level 5 and higher require personnel action or training.

Incident Lead (IL)- The incident lead is an individual appointed by the college president to direct and
manage the internal response team, as well as to act as the go-between for the Executive
Management Team. In the event of an event escalated to Level 3 or higher, the Incident Lead will
coordinate with the IRT Primary Contact and the Incident Response Team (IRT) to review the
incident and respond according to the specific SOP. The IL will coordinate the response with the IT
staff, and other agencies as necessary (including but not limited to Campus Security Officers,
Student Affairs, Public Relations, Office of the General Counsel, and the Federal Bureau of
Investigation). If the event is escalated to a Level 4 or higher, the IL will notify the Executive
Management Team.

Incident Response Team (IRT) — This team is comprised of operational and technical employees who
undertake the actions required to mitigate the threat and investigate computer security events and
incidents. These can be system administrators, database administrators, network engineers, or
application administrators/programmers.

Incident Response Support (IRS) — This group is comprised of State subject matter experts who
provide guidance, advice and support for cyber incidents categorized at level 4 or higher.

IRT Primary Contact — The IRT Primary Contact is responsible for the gathering of all necessary
information pertaining to a security incident and for the tracking and reporting of specific incidents.
The primary contact is the communication liaison between the affected groups and the Incident
Lead. The IRT Primary Contact is typically the Director of Information Technology.
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Institutional Student Information Report (ISIR) — The report generated by the Department of
Education and sent to the institutions chosen by the students.

Legal, Audit and Compliance — The legal, audit and compliance team is comprised of TBR and its
affiliated institutional Director of Internal Audit. They will coordinate and communicate with TBR
and Treasury personnel as needed.

Networking and Technical Services (NTS) — The Networking and Technical Services team will work in
conjunction with the Incident Lead in order to identify, analyze, and respond to suspected and
verified security incidents. Such responses may include disabling or re-enabling network ports, port
scanning, and altering router access control lists or firewall policies, running malware and other
detection software, re-imaging machines, restoring backups and other activities. The Technology
Specialists, the Technology Services Manager, System Admins, and the Director of Information
Technology will comprise the Networking and Technical Services team. The Director of Information
Technology, the ERP Manager/DBA and the System Analysts are responsible for monitoring the
systems within their areas to identify unusual behavior or symptoms, which may indicate a security
incident.

Technology Specialists — The technology specialists are usually the first level of interaction for users
experiencing IT issues which can also include security events. It is the technology specialist’s
responsibility to evaluate incoming information on a per user basis, advise individual users on
handling individual security events or incidents, and forward information relating to an event or
incident to the Technology Services Manager or Director of Information Technology. The Technology
Specialist shall instruct the user not to reboot, disconnect, or otherwise alter the system when a
confirmed incident has been discovered.

Users — Refers to all students, faculty, staff and others while accessing, using, or handling TBR and its
affiliated institution information technology resources. “Others” include, but are not limited to,
subcontractors, visitors, visiting scholars, potential students, grant and contract support personnel,
media representatives, guest speakers, and non-college entities granted access. Users are
responsible for monitoring unusual system behavior, which may indicate a security event. Users
must be able to recognize the indications of a security event as outlined in the incident verification
section of this document. Users are responsible for reporting events to a computer technician, the
Technical Services Manager or the Director of Information Technology immediately. The user must
not reboot, disconnect, or otherwise alter the system when an event has been discovered, unless
directed otherwise by a member of the Incident Response Team. Otherwise, collection of valid
evidence can be negatively impacted by losing critical information stored in system memory.
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Appendix C: Glossary of Terms

Advanced Persistent Threat (APT) — An advanced persistent threat is a network attack in which an
unauthorized person gains access to a network and stays there undetected for a long period of time.
The intention of an APT attack is to steal data rather than to cause damage to your network or
organization. An APT uses multiple phases to break into a network, avoid detection, and harvest
valuable information over the long term.

Breach — The term "breach" is used to include the loss of control, compromise, unauthorized
disclosure, unauthorized acquisition, unauthorized access, or any similar term referring to situations
where any person that is not authorized and does not have an authorized purpose to have access or
potential access to information, whether physical or electronic. It includes both intrusions (from
outside the organization) and misuse (from within the organization). Malware infections will be
considered a breach ONLY if it is widespread and infects computers where repairs or replacement
costs exceed $25,000, or where data is known to have been compromised.

Business Identifiable Information (BIl) — Business identifiable information is information about a
company or other business entity that could be used to commit or facilitate the commission of
fraud, deceptive practices or other crimes. Examples include, but are not limited to, bank account
information, trade secrets, and confidential or proprietary business information and other
information classified as sensitive under the institution’s data classification policy and procedures.

Chain of Custody - A method of documenting the possession of an item from the time of collection
to its final disposition. It includes details as to who, when, where and what was done to the item.

Command Center —For the purposes of this document, the command center is the central point of
contact which any member of the respective government sector (STS/ TBR) can contact to report a
cyber-security incident.

Cyber Security Event — A Cyber Security event is an observable change that adversely impacts the
established security behavior of an environment or system.

Cyber Security Incident — An accidental or malicious violation or imminent threat of violation of
information security policies, acceptable use policies, or standard security practices that can cause
actual or potential threats to the confidentiality, integrity, and availability of JSCC data and
information technology assets. Incidents can include computer intrusions, denial-of-service attacks,
insider theft of information, copyright violations, and any activity that requires support personnel,
system administrators, or computer crime investigators to respond.

Data Exfiltration — Data exfiltration is the unauthorized copying, transfer or retrieval of data from a
computer or server. Data exfiltration is a malicious activity performed through various different
techniques, typically by cybercriminals, over the internet or other network.

Page | 38



Denial of Service (DoS) — A DoS is a type of attack that attempts to prevent a system from
performing its normal functions or, more frequently attempts to prevent authorized users from
accessing a system.

Distributed Denial of Service (DDoS) — A DDoS is a type of DoS attack in which multiple
compromised systems are used to target a single system or network.

Event — An observable occurrence in a system and/or network. it may be an early indication that an
incident is occurring.

Free Application for Federal Student Aid (FAFSA) — The application for federal student aid which is
completed by students and the output (ISIR) is submitted to the college(s) of the student’s choosing.

Harm — For the purposes of this document, harm means any adverse effects that would be
experienced by an individual or organization (e.g., that may be socially, public trust, physically or
financially damaging) whose information was breached, as well as any adverse effects experienced
by the organization that maintains the information.

Identity Theft - Identity theft is the act of obtaining or using an individual's identifying information
without authorization in an attempt to commit or facilitate the commission of fraud or other crimes.
The resulting crimes usually occur in one of the following ways. Identity thieves may attempt to:

® Gain unauthorized access to existing bank, investment or credit accounts using information
associated with the person.

* Withdraw or borrow money from existing accounts or charge purchases to the accounts.

e Open new accounts with a person's identifiable information without that person's
knowledge.

¢ Obtain driver's licenses, social security cards, passports or other identification documents
using the stolen identity.

Imminent threat — a situation in which the institution has a factual basis for believing that a specific
incident is about to occur. For example, the institution receives a bulletin from Microsoft warning of
operating system vulnerabilities that must be patched immediately.

Inappropriate usage — entails the use of resources in ways other than their intended purpose or
which have not been approved. Examples include, but are not limited to, any illegal use of State
computer systems; using State computer systems to conduct personal business, and sending
communications that violate established conduct policies.

Incident — Also known as a security incident. See definition below.

Incident Response — A structured, documented process used to respond to security incidents such
as attacks and system compromises. The response includes multiple phases which are
discovery/detection, triage/analysis, eradication/recovery and reporting.

Page | 39



Indicator — A sign that an incident may have occurred or may be occurring at the present time.
Examples include anti-virus/malware alerts, unusual network traffic, unusual filenames in the
system directory, and failed login attempts in system logs.

Malware — short for malicious software, malware is software that enters a computer system
without the user's knowledge or consent and then performs an unwanted, and usually harmful,
action. Examples include, but are not limited to, worms, viruses, key- loggers, rootkits and Trojans.

NIST — National Institute of Standards and Technology is a non-regulatory agency of the United
States Department of Commerce that creates publications on best practices in Information
Technology.

Out-of-Bounds Communication — Use of non-technical methods to communicate information.
Examples include in person conversations, phone calls and paper reports.

Payment Card Industry-Data Security Standards (PCI-DSS) - Provides for developing a payment card
security process including prevention, detection, and appropriate reaction to security incidents.

Pli-Personally Identifiable Information — means an individual’s first name or first initial and last
name, in combination with any one (1) or more of the following data elements, when either the
name or the data elements are not encrypted:

1) Social security number;
2) Driver license number; or
3) Account number, credit or debit card number, in combination with any required security
code, access code, or password that would permit access to an individual’s financial
account.
“Personal information” does not include publicly available information that is lawfully made

available to the general public from federal, state, or local government records.

Precursor — A sign that an incident may occur in the future. This could include items such as web
server log entries, announcement of a new exploit or a threat from a person or group.

Security Incident - An adverse event in an information system, and/or network, or the threat of the
occurrence of such an event. Incidents can include but are not limited to unauthorized access,
denial-of-service attacks, malicious code, network probes and insider theft of information.

Social Engineering — The process of obtaining information from people, frequently with deception,
to find gather information about an organization’s information technology resources. Social
engineering attacks can occur through in person visits, phone calls, faxes, e-mails, standard mail, etc.

Unauthorized access — This occurs when individuals or systems are able to access data, resources or
environments without explicit approval from the owner.
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Unauthorized Release of Data that is Protected by State or Federal Statute or Regulation

— An unauthorized release of data is a communication or physical transfer of confidential
information to an unauthorized recipient. Examples include, but are not limited to, a user
inadvertently sends a confidential file to an email list, a poorly written application allows users to
gain access to sensitive information, and an unencrypted computer or data storage device with
confidential information on it is lost or stolen.

Users — All students, faculty, staff and others while using, accessing or handling any of institution’s
information technology resources. “Others” includes but is not limited to vendors, visitors, and
community members.

Threat — A potential source that might exploit a vulnerability or misuse access to cause a security
incident.

Vulnerability — A weakness in a technology resource such as a system, application or network device
that could be a potential source of exploitation or misuse.

Zero Day Threat — A Zero-Day Threat is a computer threat that exposes undisclosed or unpatched
computer vulnerabilities. Zero-day attacks can be considered extremely dangerous because they
take advantage of previously unknown vulnerabilities for which no solution is currently available.

Page | 41



Appendix D: Sample Written Notification
(Place on JSCC Letterhead)

Dear [firstname] [lastname]:
We are writing to you because of a recent security incident at Jackson State Community College that may
involve some of your student information. Your privacy is important to us. Details about the event, the data

involved, and steps being taken to protect your information will be provided to you.

(Description and details of the incident inserted here)

Jackson State takes the security of personal information very seriously, and we continue to work closely
with the appropriate authorities to continue monitoring this situation. Additionally, Jackson State has taken
immediate steps to strengthen its internal controls and safeguards have been established to prevent
similar incidents in the future.

You are being notified so that you can take actions to minimize potential harm. Jackson State has also
advised the three (3) major United States credit reporting agencies about this incident and has given those
agencies a report alerting them of this incident.

Even though Jackson State is not aware of any personal information that has been used for identity theft or
other criminal activity, the college has taken the added precaution of hiring the identify theft prevention
firm [Name of Vendor] to provide you with one (1) year of identity protection services and the optional
credit monitoring services all free of charge.

However, you are encouraged to protect yourself from the possibility of identity theft. We recommend that
you complete a Federal Trade Commission ID Threat Affidavit. This added step will assist you with legally
notifying your creditors that your identity may have been compromised. Any debts or newly opened lines
of credit incurred, after that date, will not be assigned to you.

We also recommend that you place a fraud alert on your credit files. A fraud alert lets creditors know to
contact you before opening new accounts. Just call any one of the three credit reporting agencies at the
numbers below. This will let you automatically place fraud alerts with all of the agencies. You will then receive
letters from all of them, with instructions on how to get a free copy of your credit report from each.

Equifax Equifax.com/personal/credit-report-services 800-685-1111
https://www.equifax.com/personal/education/ 800-525-6285

Experian Experian.com/help 888-EXPERIAN (888-397-3742)
(Data Breach Support) 866-751-1323
TransUnion TransUnion.com/credit-help 888-909-8872

800-680-7289

Jackson State believes you should closely monitor your credit report and place a fraud alert on your credit
file. If you do find suspicious activity on your credit report or have reason to believe your information is

being misused, please call your local law enforcement agency for assistance. You may also file a complaint
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with the Federal Trade Commission by visiting www.identitytheft.gov or calling 1-877-ID-THEFT (438-
4338).

Even if you do not find any signs of fraud on your reports, we recommend that you check your credit
report every three months for the next year. Just call one of the numbers above to order your reports and

keep the fraud alert in place.

In closing, Jackson State also encourage you to access the following resources:

Federal Trade Commission's website provides information about the three (3) major
credit reporting agencies and identity theft consumer alerts:

www.consumer.ftc.gov/topics/identity-theft

= |dentity Theft Resource Center: www.idtheftcenter.org

=  Privacy Rights Clearinghouse: www.privacyrights.org

= Federal Trade Commission www.identitytheft.cov

One of the top priorities of Jackson State is protecting the personal information that flows through the

various programs that we are responsible for administering.

Sincerely,

[Name and Title]
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Appendix E: General Guidance for the Establishment of a Call Center

In the event of a significant data breach involving Pll,the following guidance is provided to help
with the determination of whether to establish a call center. The purpose of a cali center is to
provide individuals a number to call to obtain further information regarding the data loss and
possible action they may want to take to lessen the incident's impact on their personal lives.

The decision to establish a call center should be based on several considerations:

e If the breach affects a large number of individuals and those individuals are not easily
identifiable or easily contacted, establishment of a call center should be considered to allow
those potentially impacted to calland obtain additional information regarding the breach.

e Each situation will be unique and the decision to establish a call center must be based on
individual circumstances. The main concern should be sharing of information with those
affected and how they may obtain assistance.

Once a decision is made to establish a call center, there are several options:

e Contract with external cyber vendor to obtain call center and monitoring services.

e Establish aninternal, fully-supported and staffed call center. Athorough description of the
incident and set of frequently asked questions (FAQs) will also be required for call center to
refer to when fielding calls.

Suggested items to consider based on the nature of the breach would include, but are not limited
to, the following:

e Using existing TBR or affiliated institution personnel to staff the call center and monitoring
services, if external cyber vendor services are not used.

e Ensuring training of call center operators.

o Pre-stage FAQs using the samples provided in Appendix F.

e Ability to adjust staffing in response to call volume.

e Daily hours of operations.

o Cost of service.

e Call logging.

e Establish reporting requirements such as dropped calls or wait time, number of callers, etc.

e Advertising call center numbers and making data breach information readily available to those
affected.

o Quality assurance checks of call center effectiveness.
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Appendix F: Call Center FAQ examples

Example Question

Example Answer

How can | tell if my
information has been
compromised?

At this point, there is no evidence that any missing data has been used
illegally. However, Jackson State Community College is asking each
individual to be extra vigilant and to carefully monitor bank statements,
credit card statements and any statements relating to recent financial
transactions. If you notice unusual or suspicious activity, you should
report it immediately to the financial institution involved.

What is the earliest date at
which suspicious activity
might have occurred due to
this data breach?

The information was stolen from an employee of Jackson State Community
College during the month of . Itis likely that individuals may notice
suspicious activity during the month of

| haven't noticed any
suspicious activity in my
financial statements, but

| what can | do to protect

myself from being
victimized by credit card
fraud or identity theft?

Jackson State Community College strongly recommends that individuals
closely monitor their financial statements, and visit the Jackson State
Community College’s special website at for updates regarding
this incident.

Should I reach out to my
financial institutions or will
[institution name] do this
for me?

Jackson State Community College does not believe that it is necessary to
contact financial institutions or cancel credit cards and bank accounts
unless you detect suspicious activity. If so, you will need to report it.

Where should I report
suspicious or unusual
activity?

The Federal Trade Commissions (FTC) Identity Theft website
(http://www.consumer.ftc.gov/features/feature-0014-identity-theft)
recommends the following steps if you detect suspicious activity:

Immediate steps:
e Place an Initial Fraud Alert.
e Contact the fraud department of one of the three major credit
bureaus:
o Equifax: Fraud Victim Assistance Department, Consumer
Fraud Division, PO Box 740256, Atlanta GA 30374,
1-800-525-6285 or 1-800-685-1111 www.equifax.com

o Experian: National Consumer Assistance PO Box 9554, Allen
TX 75013, 1-888-EXPERIAN (397-3742) 1-866-751-1323
(data breach support) www.experian.com

o TransUnion: Fraud Victim Assistance Division, PO Box 2000,
Chester PA 19016-2000, 1-800-680-7289
https://www.transunion.com/fraud-victim-
resource/important-contacts
e Order your credit report from the three major credit bureaus
above.
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e Create an Identity Theft Report about the theft to the Federal Trade
Commission (FTC) online at www.identitytheft.gov or call the FTC at
1-877-438-4338 or (1-866-653-4261 — TTY) When you finish writing
all the details, print a copy of the report. It will be called an identity
Theft Affidavit. Bring your Identity Theft Affidavit when you file a
police report.

e File a police report with your local police department or the police
department where the theft occurred, and get a copy of the police
report or the report number. Your FTC Identity Theft Affidavit and
your police report make an Identity Theft Report.

e Consider whether you need an Extended Fraud Alert. If you have
created an Identity Theft Report, you can get an extended fraud
alert on your credit file. When you place an extended alert, you can
get two free credit reports within 12 months from each of the three
nationwide credit reporting companies, and the credit reporting
companies must take your name off marketing lists for prescreened
credit offers for five years, unless you ask them to put your name
back on the list. The extended alert lasts for seven years.

¢ Consider whether you need a Credit Freeze. You may choose to put
a credit freeze on your file, but a credit freeze may not stop misuse
of your existing accounts or some other types of identity theft. Also,
companies that you do business with would still have access to your
credit report for some purposes. A fraud alert will allow some
creditors to get your report as long as they verify your identity. This
measure is only recommended if you have confirmed your identity
has been stolen.

¢ Close any accounts that have been tampered with or opened
fraudulently.

Where can | get further,
up-to-date information?

| Jackson State Community College has set up a sp_ecial website which

features up-to-date news and information. Please visit

Does the data breach affect
_only certain individuals?

It potentially affects a large population of individuals. We urge everyone
possibly affected to be extra vigilant and monitor their financial accounts.

What is Jackson State
Community College doing
to ensure that this does not
happen again?

Jackson State Community College is working with law enforcement to
investigate the data breach and to develop safeguards against similar
incidents. Jackson State Community College has directed all employees to
complete the Computer Security Awareness training. Appropriate law
enforcement agencies, (Name of Law Enforcement agency/or Department)
have launched full-scale investigations into this matter.

What additional
information will | receive
regarding this incident?

You will receive a Notification Letter from Jackson State Community College
mailed to you by the Jackson State Community College vendor, (Name of
Cyber Vendors) on

This letter will include a toll-free telephone number to the [Name of Cyber
Vendor] call center for any questions and information regarding consumer
identity protection, credit monitoring, and identity theft insurance services
being provided free through [Name of Vendor]. You will be automatically
enrolled in the consumer identity protection services. In addition, free
optional credit monitoring services with three national credit bureaus and
identity theft insurance is also available to those who register for these
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services. Jackson State Community College encourages you to take
advantage of these free services.

Has the problem been
contained?

Jackson State Community College believes this is an isolated incident and it
does not appear that the file has been disseminated to other people or
sources.

‘What specific information
was disclosed about me?

Jackson State Conir;unity College has determined that the following
information has been disclosed (List of items) for a limited number of records
and unfortunately, your record was part of this group.
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Appendix G: Sample FSA School Cyber Safety Notification
From:

Sent:

To: CPSSAIG <cpssaig@ed.gov>

Cc:

Subject: Potential Pll Breach Notifications — Jackson State Community College

To: U.S. Department of Education Federal Student Aid Office
From: Jackson State Community College

Date:

Re: Notification of Suspected Data Breach

The Jackson State Community College (JSCC) Information Technology division is reporting a possible data
exposure of student information. The possible exposure was discovered on DATE HERE, by way of [explain
breach], immediate steps were taken to stop further access.

During the investigation, we determined that this access could have provided opportunity to view [xxx]. On
[date], we began further investigation into .... During this part of the investigation, it was revealed [what
information was breached, include specific information types if Pll]

The college is following our JSCC Cyber Incident Response Plan (CIRP) to respond and remediate this
exposure. Following the CIRP procedures, the college notified the state of Tennessee Department of
Treasury and the Tennessee Board of Regents Chief Information Officer, as well as the executive
management team of the college. As next steps, the college will appropriately notify and provide credit
monitoring to all those who have had PIl possibly exposed. The college is also ....

Data Breakdown as of [date]:

Total [Emails] [Files] XXX
SSN contained in email X
DL contained in email X
DOB contained inemail | x
Grade/GPA X

| will update your office with additional information as we complete our investigation. Please do not
hesitate to reach out to me with any questions.
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Appendix H: Incident Reporting Form

Jackson State Community College

Cyber Incident Reporting Form

Date Submitted:

Submitted by:

Incident Date(s):

Incident Time(s):

Current Status:

Discovery Date:

Discovery Time:

Description:

Escalation Level:

Number of Persons Affected:

Number of Devices Impacted:

Incident Cause:

Data Breach Y/N? Known

What type of data?

Suspected

How many Records?

Incident Type:

Is it spreading?

If so, how fast?

Can it be Contained? If so, how?
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Appendix I: Evidence Handling and Forensic Techniques

Depending on the nature of the incident, appropriate evidence handling techniques will be utilized such as
those defined in NIST Special Publication on Computer Security Incident Handling Guide #800-61 and NIST
SP 800-86, Guide to Incident Response. The primary reason for gathering evidence during an incident is to
resolve an incident, but it may also be needed for legal proceedings. The extent of the forensics will vary
depending on the type of incident and the potential for law enforcement involvement. It may be
necessary for the institution to hire a certified forensic specialist depending upon the nature and extent of
the incident and the college should work with law enforcement and Risk Management to make this
decision. If a certified forensic investigator is not necessary, the following actions should be taken:

e All evidence should be accounted for at all times. A chain of custody form as found in Appendix |
will be started for any systems being confiscated with signatures anytime the custody is changed.
e Adetailed log should be kept for all evidence, including the following:

O

Identifying information (including location, serial number, model number, hostname, IP
address) for the equipment.
Name, title and phone number of each individual who collected or handled the
equipment.
Date and time for each occurrence of evidence.
Location where evidence was stored. Confiscated equipment will be stored in the
computer room in the Information Technology department when feasible.
Photographs of the screen showing any messages (error, threat or compromise) should be
taken.
Disk images will be taken of the compromised system on read-only media.
The volatile data should be collected before shutting the system down. This includes:

= Current running processes

= Network connections (netstat)

= Arp tables (arp -a)

= List of open files

e All equipment in the area of compromise should be labelled. Care should be taken to include all
removable media.

e Photographs of the area should be taken before the equipment is moved and should show the
location of the labelled equipment and what is connected to the system.

e Confiscated equipment will be held in the computer room in Information Technology department
when feasible. Another location will be determined if needed.

¢ If equipment cannot be taken out of service or physically moved, the Director for Information
Technology will consult law enforcement to decide the best course of action if needed.

e The following actions should be avoided:
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Shutting down or rebooting the victim’s computer.
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Appendix }: Chain of Custody Form

Jackson State Community

Chain of Custody Form

Item Number(s):

To be completed by initial collector:
Evidence collected by (name):

Date/Time Collected:

Evidence Description:

Where is evidence initially stored?

How is evidence initially secured?

Collector signature: Date:

(Attach documentation to describe the collection method and application software/utility to view the
evidence if needed)

Copy History:

Date Copied By Copy Method Disposition of
original and all
copies

Transfer History:
From: (Sign and date) | To: (Sign and date) Storage Location How Secured?
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Appendix K: Data Exposure Standard Operating Procedure (SOP)
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Appendix L: Compromised Account Standard Operating Procedure (SOP)

Compromised Account SOP
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Appendlx M Compromlsed Dev1ce Standard Operatlng Procedure (SOP)
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